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MTConnect Specification

AMT - The Association For Manufacturing Technology (“AMT”’) owns the copyright in this
MTConnect Specification. AMT grants to you a non-exclusive, non- transferable, revocable,
non-sublicensable, fully-paid-up copyright license to reproduce, copy and redistribute the
MTConnect Specification, provided that you may only copy or redistribute the MTConnect
Specification in the form in which you received it, without modifications, and with all copyright
notices and other notices and disclaimers contained in the MTConnect Specification.

If you intend to adopt or implement this MTConnect Specification in a product, whether
hardware, software or firmware, which complies with the MTConnect Specification, you must
agree to the MTConnect Specification Implementer License Agreement (“Implementer License™)
or to the MTConnect Intellectual Property Policy and Agreement (“IP Policy”). The
Implementer License and IP Policy each sets forth the license terms and other terms of use for
MTConnect Implementers to adopt or implement the MTConnect Specifications, including
certain license rights covering necessary patent claims for that purpose. These materials can be
found at www.MTConnect.org, or by contacting Paul Warndorf at pwarndorf@amtonline.org.

MTConnect Institute and AMT have no responsibility to identify patents, patent claims or patent
applications which may relate to or be required to implement a Specification, or to determine the
legal validity or scope of any such patent claims brought to their attention. Each MTConnect
Implementer is responsible for securing its own licenses or rights to any patent or other
intellectual property rights that may be necessary for such use, and neither AMT nor MTConnect
Institute have any obligation to secure any such rights.

The MTConnect Specification is provided “as is” and MTConnect Institute and AMT, and each
of their respective members, officers, affiliates, sponsors and agents, make no representation or
warranty of any kind relating to these materials or to any implementation of the MTConnect
Specification in any product, including, without limitation, any express or implied warranty of
noninfringement, merchantability, or fitness for particular purpose, or of the accuracy, reliability,
or completeness of information contained herein. In no event shall MTConnect Institute or AMT
be liable to any user or implementer of the MTConnect Specification for the cost of procuring
substitute goods or services, lost profits, loss of use, loss of data or any incidental, consequential,
indirect, special or punitive damages or other direct damages, whether under contract, tort,
warranty or otherwise, arising in any way out of access, use or inability to use the MTConnect
Specification or other MTConnect Materials, whether or not they had advance notice of the
possibility of such damages.

MTConnect Part 1 Overview - Version 1.0.1 i



October 2, 2009

Table of Contents

R @ AV = AV 1 A 1
1.1  MTCONNECT DOCUMENT STRUCTURE .....ccittutitiitteeesittttesiitetessistessssstesssssessssasassssssbessssssssssssssessssssesesssassssssens 1

2 PURPOSE OF THIS DOCUMENT ..ottt ettt st e e e s s s bbb r e e e e e s s st bbb e e e e e e ean 2
P R = =V [N o] Mol e 2RSSR 2
A 4\ | I ==L V1N ] N0 e 2SR 4
2.3 IMARKUP CONVENTIONS ....itiitttttiieeeesiitbttieeseessesbbstessessssasbbbaessesasassabbassseeessssabbbsseesesssasbbbbessesssassbbbbassessssassrres 5
2.4 DOCUMENT CONVENTIONS .. ..uutttiiieeiiiiiittttieeeeesiiisbrstessesssaaabraestesssatsabbsstsaesssssabbbssaesesssissbbsssesesssassbbbssssessssassrres 6
A T U 1 N S TR 7
2.6 REFERENCED STANDARDS AND SPECIFICATIONS ....eciiiitiieiiittteeiiteeesirtessssstesesessessssssesssssssessssssessssssssssssssesessns 7

3 ARCHITECTURAL OVERVIEW ...ttt ettt sttt a e ettt s et s s s eate e s s sab e e s sabta s e s sabaeessabaeeeanes 7
R 70 R B 115010 )Y/ = = 2RO 8
3.2 PHYSICAL ARCHITECTURE ....ciittttittti it iiittiriees e e s seitbbbree s e st s sa bt baeeseessaasabbb st eaeessssabbbbbeeeeessaa bbb b beeseessaasbbbbeeeeessaasarres 8
3.3 OPTIONAL EMBEDDED ARCHITECTURE ..utttiiiiiiiiiitttiieeeeiisiisstiessesssssisstsssessssssisssssessssssssisssssssesssssssssssssssssnisnes 9
3.4 REQUEST STRUCTURE ...ttt ittt ittetiteeatesastasasesastesassseestesaaseeeatesasssessssseassesssssesssesssssesssesssseesssesssssesssesssssesnsesans 10
3.5 PROCESS WORKFELOW ....cciiiiietttteitteesseittttetteeessssasbeetseessssiabbaeteeeesssassbbaseeaesssssbbabesseessaasbbbbessessssasbbbaeaseesssssanres 10
351 AN INTLIAHZATION. ....ccvieiiiitice bbbttt bbbttt 11
3.5.2  Application COMMUNICALION .......ciiiiiiiiieiiie ettt 12

4 REPLY XML DOCUMENT STRUCTURE ...ttt ettt ettt aba e 14
4.1 M CONNECTDEVICES ttttttuuuteeeterssssunseseseesssnnsseeesessssnnseseesssssssnnssseesssssssteeeessssssteeettess et 14
411 MTCONNECEDEUICES ElBMEBNTS . .cii ittt ettt ettt e e e e s ettt e e e e s aa b et e et eeessasbraeees 14

4,2 MT CONNECTSTREAMS tititttttttttttttetetttttetttetesestttttsetetatttetttttttatttettttttsttttttetttttttetttettttststtestttsesttesesertretereresereseeeseees 14
421 MTCoONNECESErEamS ElBMEBNTS . ..oii ittt ettt e e e e s et e et e e e s aa b et reeeesssasrrreees 15

4.3 MT CONNECTERROR .. ..iitttttttttteeiiaisttreetsessssiistssssssssssiiissssssssesssomsssssssssssamissssesseessimisssessessssmisstssseessssiisssssseessesns 15
V0 T R U 01 oY o Y=Y ok of I o X all = [ 1 11=] 11 £ PP T TR TR 15

O o 1= o] =1 PPN 15
A4 1 HeEAUEE ALTTIDULES ... .eeeiiieeee ettt et e st e e e ettt e s ettt e e sebaeeesasteeessaseseesabseeesassanesssesessasseeessstenessans 16

LI = = (O 2 1O 1O 1 TR 19
5.1 STANDARD REQUEST SEQUENCE .....cecititiitieeteeasteeeitteesteeassseestssasssesssssesssssssseesssesssssesssesssssesssessssssnsessnssssnsesans 19
5.2 PROBE REQUESTS ..tiiiutteittttitee ittt ateestteesteeastteasteeaseeesteeaaseeesseeeasseesseeeasseesseeesaseesseeeasseesssaessseesseeesnseesnneesnneens 21
5.3 S AMPLE REQUEST ...t iutii ittt itee sttt s teeetee e steeestteesteeeseeeateeaaseeeateeeasseesseeeasseeaseeesaeeesseeeaseeessseessseessteeaneeesnnaesnsenns 23
LT T == = 11 (1] (=] £ PR 24

5.4 CURRENT REQUEST .uttttiiiiiiiiiitittietteeiieitttteteessssiissbastsesssssisssssssesssssassbassesssesssasbaasesseessaassbbsesseessaasbbbsesseessssssres 25
L == = 1 (U] (=] £SO 25

D5 STREAMING Luttiiiiii ittt ettt e e e e ettt e e e e e e e bbb e e e e e e e s e b bbb et e eeeessaa b bbb aeeeeee s e sb b abeeseeesaasbbbbeeseeeseasbbbbaseeesesssasees 26
5.6  HTTP RESPONSE CODES AND ERROR ...uuuttteiteeiiiiisstreteesessiiistsssessssssimssssessssssimissssssseessimmsssesseessmnmmmssseeeeennn. 29
LT T 7 o Y ol 30

LT A = Lo 1 [ ToTo] I B =5 17 1 TR 31
5.8 REQUEST WITHOUT FILTERING ....ectititieeitieeiteeestee ettt estesessseessseasssesssssasssesssseesssesssseesssesssssesssesssessnsessnssssnsesans 32
5.9 REQUEST WITH PATH PARAMETER ...ccctvtiititiitieeiteeeitteesteeesteeestseassseestssesssessssessssesssssesssesssssesssesssssesnsessnsessnsesans 36
5.10 FAULT TOLERANCE AND RECOVERY ...uttiiiiiiiiiiitiiiiie e e e e siitet et e e s st settaateseesssssbaatessessseaabttessesssssssrsaesssesssssisees 38
5.10.1  APPIICALION FAIIUIE ..ottt bttt bbbt ens 38
B.10.2  AGENE FAIUIE ...t bbbttt bbbttt enes 40
5.10.3 Data Persistence antd RECOVEIY ........co.iiiiiiiiiiieie ettt sttt bbb e e e e nbe st b 41

I ] 1] I O] 2 YN o = I TR 42

MTConnect Part 1 Overview - Version 1.0.1 ii



October 2, 2009

Table of Figures

FIGURE 1: SHOP ILLUSTRATION &t v v o o v o o o o oo o s o meeosnsneeenseneeeneeeeeenas 9
FIGURE 2: DEVICE DETAIL v v v v v ot v oo oo oo oeeeeneeneeneeneeneeneeneneas 10
FIGURE 3: AGENT INITIALIZATION v v v v v v o v o o o o o o o oo oeonenenenenennennenns 11
FIGURE 4: APPLICATION COMMUNICATION @ v o v v v o o o o e o e o m e eeeoneeenseneeeeas 12
FIGURE 5: HEADER SCHEMA DIAGRAM & v v v v o v v v e o oot e e o e eeeeneeeenseeeeenas 16
FIGURE 6: APPLICATION AND AGENT CONVERSATION & v v e v o o oo oo oo enennennenns 20
FIGURE 7: SAMPLE DEVICE ORGANIZATION & v v v v v o o o o o o oo oo e oneenenenennenas 23
FIGURE 8: SAMPLE DATA IN AN AGENT + v v v v v o v o v o o oo oeenenenenenenenennenas 32
FIGURE 9: EXAMPLE #1 FOR SAMPLE FROM SEQUENCE #103 ... v vttt 33
FIGURE 10: EXaMPLE #1 FOR SAMPLE FROM SEQUENCE #114 .. ... v i nnenn. 34
FIGURE 11: EXAMPLE #1 FOR SAMPLE FROM SEQUENCE #1244 .. i vt vt ieiennennn 35
FIGURE 12: EXAMPLE #2 FOR SAMPLE FROM SEQUENCE #103 WITH PATH .......... 36
FIGURE 13: EXAMPLE #2 FOR SAMPLE FROM SEQUENCE #114 WITH PATH .......... 37
FIGURE 14: EXAMPLE #2 FOR SAMPLE FROM SEQUENCE #124 WITH PATH .......... 38
FIGURE 15: APPLICATION FAILURE AND RECOVERY & o v v v v o o o v o oo meeeseneennns 39
FIGURE 16: AGENT FAILURE AND RECOVERY &+ v v v v v v v o o o oo oo e e neeneenennenas 40

MTConnect Part 1 Overview - Version 1.0.1 ii



g w N -

~J O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

27
28
29

30
31

32
33
34
35
36
37
38
39
40

October 2, 2009

1 Overview

MTConnect is a standard based on an open protocol for data integration. MTConnect is not
intended to replace the functionality of existing products, but it strives to enhance the data
acquisition capabilities of devices and applications and move toward a plug-and-play
environment to reduce the cost of integration.

MTConnect is built upon the most prevalent standards in the manufacturing and software
industry, maximizing the number of tools available for its implementation and providing the
highest level of interoperability with other standards and tools in these industries.

To facilitate this level of interoperability, a number of objectives are being met. Foremost is the
ability to transfer data via a standard protocol which includes:

« A device identity (i.e. model number, serial number, calibration data, etc.).

« The identity of all the independent components of the device.

« Possibly a device’s design characteristics (i.e. axis length, maximum speeds, device thre-
sholds, etc.).

« Most importantly, data captured in real or near-real-time (i.e. current speed, position data,
temperature data, program block, etc.) by a device that can be utilized by other devices or
applications (e.g. utilized by maintenance diagnostic systems, management production in-
formation systems, CAM products, etc.).

The types of data that may need to be addressed in MTConnect could include:
« Physical and actual device design data
« Measurement or calibration data
« Near-real-time data from the device

To accommodate the vast amount of different types of devices and information that may come
into play, MTConnect will provide a common high-level vocabulary and structure.

The first version of MTConnect will focus on a limited set of the characteristics mentioned
above that were selected based on the fact that they can have an immediate affect on the
efficiency of operations.

1.1 MTConnect Document Structure
The MTConnect specification is subdivided using the following scheme:

Part 1: Overview and Protocol
Part 2: Components and Data Items
Part 3: Streams, Events and Samples

Extensions to the standard will be made according to this scheme and new sections will be
added as new areas are addressed. Documents will be named as follows:

MTC_Part_ <Number>_<Description>.doc. All documents will be developed in Microsoft®
Word format and released in Adobe® PDF format. For example, this document is

MTC _Part_1 Overview.doc.

MTConnect Part 1 Overview - Version 1.0.1 1



41

42
43
44
45
46

47
48
49
50
51
52
53
54

55
56

57
58

59
60

61
62

63
64
65

66
67

68
69

70
71
72

73
74
75

76
77

October 2, 2009

2 Purpose of This Document

This document is intended to:

« define the MTConnect standard;

« specify the requirements for compliance with the MTConnect standard,

« provide engineers with sufficient information to implement Agents for their devices;

« provide developers with the necessary guidelines to use the standard to develop applications.

The document is organized as follows:

« Section 3 discusses the architecture and the MTConnect standard in relation to the other
devices and processes. A brief discussion of the high level data flow is also given to frame the
scope of the standard.

« Section 4 provides the structure of the protocol header which will be discussed in detail in sec-
tion 5.

« Section 5 provides detailed information on the MTConnect protocol and how processes will
communicate and recover from failure.

2.1 Terminology

Adapter An optional software component that connects the Agent to the Device.

Agent A process that implements the MTConnect specification, acting as an interface
to the device.

Alarm An alarm indicates an event that requires attention and indicates a deviation
from normal operation.

Application A process or set of processes that access the MTConnect Agent to perform
some task.

Attribute A part of an element that provides additional information about that element.

For example, the name element of the Device is given as <Device
name="mill-1">...</Device>

CDATA The text in a simple content element. For example, This is some text,
in<mt:Alarm ...>This is some text</mt:Alarm>.
Component A part of a device that can have sub-components and data items. A component

is a basic building block of a device.

Controlled Vocabulary The value of an element or attribute is limited to a restricted set of
possibilities. Examples of controlled vocabularies are country codes: US, JP,
CA, FR, DE, etc...

Current A snapshot request to the Agent to retrieve the current values of all the data
items specified in the path parameter. If no path parameter is given, then the
values for all components are provided.

Data Item A data item provides the descriptive information regarding something that can
be collected by the Agent.

MTConnect Part 1 Overview - Version 1.0.1 2
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A piece of equipment capable of performing an operation. A device is
composed of a set of components that provide data to the application. The
device is a separate entity with at least one Controller managing its operation.

Discovery is a service that allows the application to locate Agents for devices
in the manufacturing environment. The discovery service is also referred to as
the Name Service.

An XML element is the central building block of any XML Document. For
example, in MTConnect the Device element is specified as <Device
>...</Device>

An event represents a change in state that occurs at a point in time. Note: An
event does not occur at predefined frequencies.

Hyper-Text Transport Protocol. The protocol used by all web browsers and
web applications.

When used in software engineering, the word instance is used to define a
single physical example of that type. In object-oriented models, there is the
class that describes the thing and the instance that is an example of that thing.

Lightweight Directory Access Protocol, better known as Active Directory in
Microsoft Windows. This protocol provides resource location and contact
information in a hierarchal structure.

Multipurpose Internet Mail Extensions. A format used for encoding multipart
mail and http content with separate sections separated by a fixed boundary.

A request to determine the configuration and reporting capabilities of the
device.

REpresentational State Transfer. A software architecture where the client and
server move through a series of state transitions based solely on the request
from the client and the response from the server.

A general term for the Samples and Events contained in a
ComponentStream as a response from a sample Or current request.

A sample is a data point from within a continuous series of data points. An
example of a Sample is the position of an axis.

When used concerning interprocess communication, it refers to a connection
between two end-points (usually processes). Socket communication most
often uses TCP/IP as the underlying protocol.

A collection of events and samples organized by devices and components.
An application that provides necessary functionality.

Used to reference an instance of an XML element.

MTConnect Part 1 Overview - Version 1.0.1 3
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TCP/IP TCP/IP is the most prevalent stream-based protocol for interprocess
communication. It is based on the IP stack (Internet Protocol) and provides the
flow-control and reliable transmission layer on top of the IP routing
infrastructure.

URI Universal Resource Identifier. This is the official name for a web address as
seen in the address bar of a browser.

UuID Universally unique identifier.

XPath XPath is a language for addressing parts of an XML Document. See the XPath
specification for more information. http://www.w3.0rg/TR/xpath

XML Extensible Markup Language. http://www.w3.org/ XML/

XML Schema  The definition of the XML structure and vocabularies used in the XML
Document.

XML Document An instance of an XML Schema which has a single root element and conforms
to the XML specification and schema.

2.2 XML Terminology

In the document there will be references to XML constructs, including elements, attributes,
CDATA, and more. XML consists of a hierarchy of elements. The elements can contain sub-
elements, CDATA, or both. For this specification, however, an element never contains mixed
content or both sub-elements and CDATA. Attributes are additional information associated with
an element. The textual representation of an element is referred to as a tag. In the example:

<Foo name="bob”>Ack!</Foo>

an element consists of a named opening and closing tag. In the above example, <Foo. . .>is
referred to as the opening tag and </Foo> is referred to as the closing tag. The text Ack! in
between the opening and closing tags is called the CDATA. CDATA can be restricted to certain
formats, patterns, or words. In the document when it refers to an element having CDATA, it
indicates that the element has no sub-elements and only contains data.

When one looks at an XML Document there are two parts. The first part is typically referred to
as an XML declaration and is only a single line. It looks something like this:

<?xml version="1.0" encoding="UTF-8"?>

This line indicates the XML version being used and the character encoding. Though it is possible
to leave this line off, it is usually considered good form to include this line in the beginning of
the document. The second part contains the XML document and consists of the rest of the
document.

Every XML Document contains one and only one root element. In the case of MTConnect, it is
the MTConnectDevices, MTConnectStreams, oOr MTConnectError element. When
these root elements are used in the examples, you will sometimes notice that it is prefixed with
mt: asinmt :MTConnectDevices. Themt: iswhat is referred to as a namespace. In XML,

MTConnect Part 1 Overview - Version 1.0.1 4
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to allow for multiple XML Schemas to be used within the same XML Document, a namespace
will indicate which XML Schema is in effect for this section of the document. This convention
allows for multiple XML Schemas to be used within the same XML Document, even if they have
the same element names. The namespace is optional and is only required if multiple schemas are
required.

An attribute is additional data that can be included in each XML element. For example, in the
following MTConnect DataItem, there are several attributes describing the data item:

1. <Dataltem name="Xpos” type="POSITION” subType="ACTUAL” category="SAMPLE” />

The name, type, subType, and category are attributes of the element. Each attribute can
only occur once within an element declaration, and it can either be required or optional.

An element can have any number of sub-elements. The XML Schema specifies which sub-
elements and how many times a given sub-element can occur. Here’s an example:

1. <TopLevel>

2 <FirstLevel>

3 <SecondLevel>

4, <ThirdLevel name="first”></ThirdLevel>
5 <ThirdLevel name="second”></ThirdLevel>
6 </SecondLevel>

7 </FirstLevel>

8. </TopLevel>

In the above example, the FirstLevel has a sub-element SecondLevel which in turn has
two sub-elements, ThirdLevel, with different names. Each level is an element and its children
are its sub-elements and so forth.

An XML Document can be validated. The most basic check is to make sure it is well-formed,
meaning that each element has a closing tag, as in <foo>. . .</foo> and the document does
not contain any illegal characters (<>) when not specifying a tag. If the closing </ foo> was left
off or an extra > was in the document, the document would not be well-formed and may be
rejected by the receiver. The document can also be validated against a schema to ensure it is
valid. This second level of analysis checks to make sure that required elements and attributes are
present and only occur the correct number of times. A valid document must be well-formed.

All MTConnect documents must be valid and conform to the XML Schema provided along with
this specification. The schema will be versioned along with this specification. The greatest
possible care will be taken to make sure that the schema is backward compatible.

For more information, visit the w3c website for the XML Standards documentation:
http://www.w3.org/ XML/

2.3 Markup Conventions

MTConnect follows industry conventions on tag format and notations when developing the XML
schema. The general guidelines are as follows:

MTConnect Part 1 Overview - Version 1.0.1 5
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1. All tag names will be specified in Pascal case (first letter of each word is capitalized). For
example: <ComponentEvents />

2. Attribute names will also be camel case, similar to Pascal case, but the first letter will be
lower case. For example: <MyElement attributeName="bob”/>

3. All values that are part of a limited or controlled vocabulary will be in upper case. For
example: ON, OFF, ACTUAL, etc...

4. Dates and times will follow the W3C 1SO 8601 format with arbitrary fractions of a
second allowed. Refer to the following specification for details:
http://www.w3.0rg/TR/NOTE-datetime The format will be YYYY-MM-
DDThh:mm:ss.ffff, for example 2007-09-13T13:01.213415. The accuracy and number of
fractional digits of the timestamp is determined by the capabilities of the device collect-
ing the data. All times will be given in UTC (GMT).

5. Element names will be spelled-out and abbreviations will be avoided. The one exception
is the word identifier that will be abbreviated 1d. For example:
SequenceNumber Will be used instead of SegNum.

2.4 Document Conventions

The following documentation conventions will be used in the text:

« The word MUST is used to indicate provisions that are mandatory. Any deviation from those
provisions will not be permitted.

« The word SHOULD is used to indicate a provision that is recommended but the exclusion of
which will not invalidate the implementation.

« The word MAY will be used to indicate provisions that are optional and are up to the imple-
mentor to decide if they are relevant to their device.

In the tables where elements are described, the Occurrence column indicates if the attribute or
sub-elements are required by the specification.

For attributes:

1. If the Occurrence is 1, the attribute MUST be provided.
2. If the Occurrence is 0..1, the attribute MAY be provided, and at most one occurrence of
the attribute may be given.

For elements:

1. If the Occurrence is 1, the element MUST be provided.

2. If the Occurrence is 0..1, the element MAY be provided, and at most one occurrence of

the element may be given.

If the Occurrence is 1..INF, one or more elements MUST be provided.

4. If the Occurrence is a number, e.g. 2, exactly that number of elements MUST be pro-
vided.

w

Font styles used:

Code samples as well as any XML elements or attributes will always be given in fixed
width fonts. References to other Documents or Sections will be presented in italics.

MTConnect Part 1 Overview - Version 1.0.1 6
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MTConnect will adopt the units common to most standards specifications for exchanging data
items. This will allow for greatest interoperability with other specifications. It is assumed that all

MTConnect Agents will be responsible for converting the units from the native device units.

Property Symbol Unit
Angle o decimal degrees
Angular Acceleration 0/52 degree per second square
Angular Velocity °/s degrees per second
Elapsed time s seconds with fractions
Force N newtons
Length mm millimeters
Linear Acceleration mm/s2 millimeter per second square
Linear Velocity mm/ s millimeters per second
Mass kg kilograms
Spindle Speed rev/min revolutions per minute
Temperature °oc degree Celsius

Additional units will be added as needed. The decision to require the Agent to convert to the

standard simplifies the applications and will p

rovide greater interoperability and accuracy.

2.6 Referenced Standards and Specifications

A large number of specifications are being used to normalize and harmonize the schema and the
vocabulary (names of tags and attributes) specified in MTConnect (See Bibliography for

complete references).

MTConnect Part 1 Overview - Version 1.0.1
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3 Architectural Overview

MTConnect is built upon the most prevalent standards in the industry. This maximizes the
number of tools available for implementation and provides the highest level of interoperability
with other standards and protocols.

MTConnect MUST use the HTTP protocol as the underlying transport for all messaging. The
data MUST be sent back in valid XML, according to this standard. Each MTConnect Agent
MUST represent at least one device. The Agent MAY represent more than one device if desired.

MTConnect is composed of a few basic conceptual parts. They are as follows:

Header Protocol related information. (See Header on page 15)

Components The building blocks of the device. (See Components in Part 2 Section 3)
Dataltems  The description of the data available from the device. (See Dataltems in Part 2

section4 )

Streams A set of samples or events for components and devices. (See Streams in Part 3)

Samples A point-in-time measurement of a data item that is continuously changing. (See
Samples in Part 3)

Events Unexpected or discrete occurrence in a component. This includes state changes
and alarms. (See Events in Part 3)

Alarms A type of event that indicates an abnormal behavior. (See Alarms in Part 3)

Each of these parts will be covered in detail in the following sections as well as Part 2 and 3 of
the Standard.

3.1 Discovery

The deployment of MTConnect SHOULD use a separate service to aid applications in locating
and communicating with devices. If discovery is employed, the MTConnect Agent MUST
register all the devices in an LDAP server so each device’s Agent can be located on the network
with an HTTP URI. The device entry in LDAP MUST include a 1abeledURIObject and
MUST specify the 1abe1edURT field. Other information MAY be added to the LDAP
device record depending on the needs of the application and the organization.

Applications MAY require the ability to locate devices and it is best handled by the discovery
service. The implementation SHOULD NOT assume that one Agent will be providing data for
all the devices. If one wants to find all the devices available for data collection using the
MTConnect protocol, they SHOULD use an LDAP server to organize their equipment and
resolve the machine names into valid URISs.

If discovery is not provided or used, the application MUST know the URI for the device’s Agent
and address it directly.

Discussion of discovery will be detailed in the Name Service related specification.

3.2 Physical Architecture

The diagram below is an example of a shop floor with three devices, one management
application, and one Name Service. There are two MTConnect Agents in this deployment. One of
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278  the MTConnect Agents is serving two pieces of equipment (lathe-1 and lathe-2) and the other
279  Agent is embedded in the controller of the mill. The management application is monitoring all
280  three pieces of equipment.

Shop with three devices

Management
Application

cn=lathe-1,ocu=8hop,ou=Eguipment,
do=example,dc=com

( Embedded
MTConnect Agent
10.1.10.33

.,...;_ =lea— G
!!!! . L fJﬁﬁ‘ﬂth:-; 1'ff

LDAP Mame -
Service =l N

cn=mill-1,cu=5hop,cu=Equipment,

do= la,de=
cn=lathe-2,ou=8hop,ou=Equipment, GTeRampLe.doTean

281 de=example, dc=com
282 Figure 1: Shop Illustration

283  One can look up the three devices using the Name Service. The application would search for all
284  devices in the Equipment organization unit (ou=Equipment, dc=example, dc=com). The
285  application would get back three device names: 1athe-1, lathe-2,and mil1l-1. These
286  would be have the following URIs: http://10.1.10.32/1lathe-1,

287 http://10.1.10.32/lathe-2,and http://10.1.10.33/mill-1.

288  The application can thereafter use the URIs to query the devices for the components and the data
289  they can supply.
290 3.3 Optional Embedded Architecture

291  The MTConnect Agent can also be deployed as an embedded service with no external network
292  access. Since there is no external network, there is no need for the Name Service. As shown in
293  the diagram below, the Agent will interconnect the various components of a single device.
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-
Mill
I'-'.-r-—l .

d

| Cooardinator |

b

hitp:/Mlocalhost: 3000/

[
[ |

[ Lleader | [ Controller )

{ MTConnect Agant ]

e ———————————————
294

295 Figure 2: Device Detail
296

297 Inthe above illustration, we present a single device with an embedded Agent. The Agent is only
298  communicating locally with the Loader and Controller components, there is no external network.
299  The Coordinator is an application that is receiving information from the Agent and is making
300  some control decisions based on the information it is receiving.

301  Although MTConnect is not addressing the real-time aspects of data capture, it MAY be used if
302  the requirements of the application do not exceed the response time and performance of the
303  Agent. The command and control workflow will be addressed in later version of the

304  specification.

305 3.4 Request Structure

306  An MTConnect request SHOULD not include any body in the HTTP request. If the Agent

307  receives any additional data, the Agent MAY ignore it. There will be no cookies or additional
308 information considered; the only information the Agent MUST consider is the URI in the HTTP
309  GET (Type a URI into the browser’s address bar, hit return, and a GET is sent to the server. In
310  fact, with MTConnect one can do just that. To test the Agent, one can type the Agent’s URI into
311  the browser’s address bar and view the results.)

312 3.5 Process Workflow

313  What follows is the typical interaction between four entities in the MTConnect architecture: the
314  Name Service (an LDAP server that translates device names to the Agent’s URI), the Application
315  (auser application that makes special use of the device’s data), the Agent (the process collecting
316  data from the device and delivering it to the applications), and the Device (the physical piece of
317  equipment).
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318 3.5.1 Agent Initialization

Name Service Agent Device
Discover hitp:10.2.12.99/
1 I
1 I
@ ! - Authenticate }_{_
Register:

@ _'cn=|‘nilI.au:Equip.dﬂ:axEmpJa.dc:cnm o

—=

Connact =l

O

Cafa

L Data @

Cafa

M
Y

Cafa

Cafa

Cafa

319
320 Figure 3: Agent Initialization

321  The diagram above illustrates the initialization of the Agent and communication with the device.
322 Implementors Note: This is the recommended architecture and implementations SHOULD refer
323  to this when developing their MTConnect Agents.

324  Stepl The Agent connects and authenticates itself with the Name Service (LDAP
325 server).

326  Step 2 The Agent registers its URI with the Name Service so it can be located.
327 Step 3 The Agent connects to the Device using the device’s API or another

328 specialized process.

329 Step4 The device sends data to the Agent or the Agent polls the device for data.
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3.5.2 Application Communication

HName Service

ol

L

Loakup:

Device
hitp10.9.12.09/

I L]

en=mill ou=Equip,dé=example,dé=com ] Data ®
hitp:110.2.12.90/mill Dhastey
i

Data

Fitlp10.2.12.908mill/probe =
Data

-

Dewvice Description

= Data
i1 0.2.12.90/millfcurrent Data

=
Data

‘C_rurrant state at sequence #F207 (next is 208)

=~

Data

oy e g -
hitp:iM10. 21259/ mill'samgale¥ram EDE‘__‘_ Data

@ | Samples and Events starding & 208 Data

'?
Figure 4: Application Communication

The preceding diagram shows how all major components of an MTConnect architecture inter-
relate and how the four basic operations are used to locate and communicate with the Agent
regarding the device.

Step 1

Step 2

Step 3

Step 4

The device is continually sending information to the Agent. The Agent is
collecting the information and saving it based on its ability to persist. The data
flow from the adapter to the agent is implementation dependant. The data flow
can begin once a request has been issued from a client application at the
discretion of the agent.

The Application locates the device using the Name Service with the standard
LDAP syntax that is interpreted as follows: the mill is in the organizational
unit of Equip which is in the example.com domain. The LDAP record for this
device will contain a URI that the Application can use to contact the Agent.

The Application has the URI to contact the Agent for the mill device. The first
step is a request for the device’s descriptive information using the probe
request. The probe will return the component composition of the device as
well as all the data items available.

The Application requests the current state for the device. The results will
contain the device stream and all the component streams for this device. Each
of the data items will report their values as samples or events. The application
will receive the nextSequence number from the Agent to use in the
subsequent sample request.
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Step 5 The Application uses the nextSequence number to sample the data from
the Agent starting at sequence number 208. The results will be events and
samples; and the count is not specified, so it defaults to 100.

This will be discussed in more detail in the Protocol section of the document. The remainder of
this document will assume the Name Service discovery has already been completed.
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4 Reply XML Document Structure

At the top level of all MTConnect XML Documents there MUST be one of the following
elements: MTConnectDevices, MTConnectStreams, of MTConnectError. This
element will be the root for all MTConnect responses and contains all sub-elements for the
protocol.

All MTConnect XML Documents are broken down into two sections. The first section is the
Header that provides protocol related information like next sequence number and creation date
and the second section the content for Devices, Streams, Of Error.

4.1 MTConnectDevices

MTConnectDevices provides the descriptive information about each device served by this
Agent and specifies the data items that are available. In an MTConnectDevices XML
Document, there MUST be a Header and it MUST include a Devices section. An
MTConnectDevices XML Document will have the following structure (the details have been
eliminated for illustrative purposes):

. <MTConnectDevices ..>
<Header> .. </Header>

1
2.
3 <Devices> .. </Devices>
4

. </MTConnectDevices>

4.1.1 MTConnectDevices Elements

An MTConnectDevices document MUST include the Header for all documents and the
Devices element.

Element Description ‘ Occurrence
Header A simple header with next sequence and creation time 1
Devices The root of the descriptive data 1

For the above elements of the XML Document, please refer to Part 1 section 4.4 for Header
and Part 2 section 3 Components and Devices.

4.2 MTConnectStreams

MTConnectStreams contains a timeseries of samples and events from devices and their
components. In an MTConnectStreams XML Document, there MUST be a Header and it
MUST include a Streams section. An MTConnectStreams XML Document will have the
following structure (the details have been eliminated for illustrative purposes):

1. <MTConnectStreams ..>
2. <Header> .. </Header>

3. <Streams> .. </Streams>

MTConnect Part 1 Overview - Version 1.0.1 14
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4. </MTConnectStreams>

4.2.1 MTConnectStreams Elements
An MTConnectStreams document MUST include a Header and a Streams element.

Element Description ‘ Occurrence
Header A simple header with next sequence and creation time 1
Streams The root of the sample and event data 1

For the above elements of the XML Document, please refer to Part 1 section 4.4 for Header
and Part 3 section 3 for Streams.

4.3 MTConnectError

An MTConnectError document contains information about an error that occurred in
processing the request. In an MTConnectError XML Document, there MUST be a Header
and an Error section:

1. <MTConnectError ..>

2 <Header> .. </Header>
3. <Error> .. </Error>
4. </MTConnectError>

4.3.1 MTConnectError Elements
An MTConnect document MUST include the Header for all documents and one Error element.

Element Description ‘ Occurrence
Header A simple header with next sequence and creation time 1
Error The error information 1

For the above elements of the XML Document, please refer to section 4.4 for Header and
section 5.5 for Error.

4.4 Header

Every MTConnect response MUST contain a header as the first element of any MTConnect
XML Document sent back to an application. The following information MUST be provided in
the header:
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’ [ attributes

version
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...............
Protocol dependent
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Figure 5: Header Schema Diagram

1. <Header instanceId="1" creationTime="2007-12-03T13:23:33"
sender="http://10.3.1.10” bufferSize=”1000000"” firstSequence="107"
lastSequence="3780" />

4.4.1 Header Attributes

Attribute

creationTime

Description

The time the response was created.

October 2,

2009

‘ Occurrence

1

nextSequence

sample and current requests. Not used in probe request.

MUST be stored in an signed 64 bit integer.

The sequence number to use for the next request. Used for

This value MUST have a maximum value of 2763-1 and

0.1

instancelId

1 and MUST be stored in an signed 64 bit integer.

A number indicating which invocation of the Agent. This
is used to differentiate between separate instances of the
Agent. This value MUST have a maximum value of 2"*63-

MTConnect Part 1 Overview - Version 1.0.1
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Attribute ‘ Description ‘ Occurrence
testIndicator |Optional flag that indicates the system is operating in test 0.1
mode. This data is only for testing and may be fake.
sender The Agent identification information. 1
bufferSize The number of samples and events that will be retained by 1

the Agent. The buffersize MUST be a positive integer
value with a maximum value of 2731-1.

firstSequence [The sequence number of the first sample or event 1
available. This value MUST have a maximum value of
2763-1 and MUST be stored in an signed 64 bit integer.

lastSequence [The sequence number of the last sample or event available. 1
This value MUST have a maximum value of 2°63-1 and
MUST be stored in an signed 64 bit integer.

version The protocol version number. This will be 1.0 for this 1
specification.

The nextSequence, firstSequence, and lastSequence number MUST be
provided for sample and current requests, but it MUST NOT be provided for the probe
request. The testIndicator MAY be provided as needed. The firstSequence and
lastSequence MUST be provided for sample and current requests to allow
determination by the client application that the required sequence numbers are within range.

Details on the meaning of various fields and how they relate to the protocol are described in
detail in the next section on Protocol (section 5). The standard specifies how the protocol MUST
be implemented to provide consistent MTConnect Agent behavior.

The instanceId MAY be implemented using any unique information that will be guaranteed
to be different each time the sequence number counter is reset. This will usually happen when the
MTConnect Agent is restarted. If the Agent is implemented with the ability to recover the event
stream and the next sequence number when it is restarted, then it MUST use the same
instanceId when it restarts.

The instanceId allows the MTConnect Agents to forgo persistence of events and samples
and restart clean each time. Persistence is a decision for each implementation to be determined.
This will be discussed further in the section on Fault Tolerance (in section 5.10).

The sender MUST be included in the header to indicate the identity of the Agent sending the
response. The sender MUST be in the following format: http://<address>[:port]/.
The port MUST only be specified if it is NOT the default HTTP port 80.

The buffersize MUST contain the maximum number of results that can be stored in the
Agent at any one instant. This number can be used by the application to determine how
frequently it needs to sample and if it can recover in case of failure. It is the decision of the
implementer to determine how large the buffer should be.

MTConnect Part 1 Overview - Version 1.0.1 17
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As a general rule, the buffer SHOULD be sufficiently large to contain at least five minutes’

worth of events and samples. Larger buffers are more desirable since they allow longer

application recovery cycles. If the buffer is too small, data can be lost. The Agent SHOULD

2009

NOT be designed so it becomes burdensome to the device and could cause any interruption to

normal operation.
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5 Protocol

The MTConnect Agent collects and distributes data from the components of a device to other
devices and applications. The standard requires that the protocol MUST function as described in
this section; the tools used to implement the protocol are the decision of the developer.

MTConnect provides a RESTful interface. The term REST is short for REpresentational State
Transfer and provides an architectural framework that defines how state will be managed within
the application and Agent. REST dictates that the server is unaware of the clients state and it is
the responsibility of the client application to maintain the current read position or next operation.
This removes the server’s burden of keeping track of client sessions. The underlying protocol is
HTTP, the same protocol as used in all web browsers.

An MTConnect Agent MUST only support the HTTP GET verb. The response to an MTConnect
request MUST always be in XML. The HTTP request SHOULD NOT include a body. If the
Agent receives a body, the Agent MAY ignore it. The Agent MAY ignore any cookies or
additional information. The only information the Agent MUST consider is the URI in the HTTP
GET.

If the HTTP GET verb is not used, the Agent must respond with a HTTP 400 protocol error
indicating that the client issued a bad request. See section 5.6 for further discussion on error
handling.

5.1 Standard Request Sequence

MTConnect Agent MUST support three types of requests:

« probe —to retrieve the components and the data items for the device

« current — to retrieve a snapshot of the data item’s most recent values
« sample — to retrieve the samples and events in sequence

The sequence of requests for a standard MTConnect conversation will typically begin with the
application issuing a probe to determine the capabilities of the device. The result of the probe
will provide the component structure of the device and all the available data items for each
component.

Once the application determines the necessary data items are available from the Agent, it can
issue a current request to acquire the latest values of all the data items and the next sequence
number for subsequent samp1e requests. The application should also record the instanceId
to know when to reset the sequence number in the eventuality of Agent failure. (See Fault
Tolerance (Section 5.10) for a complete discussion of the use of instanceId).

Once the current state has been retrieved, the Agent can be sampled at a rate determined by the
needs of the application. After each request, the application SHOULD save the
nextSequence number for the next request. This allows the application to receive all results
without missing a single sample or event and removes the need for the application to compute
the value of the from parameter for the next request.
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Application

http://10.0.1.3/mill/probe
GE

<MTConnectDevices ...>
<Header ...>...</Header>
<Devices>
<Device name="mill">...</Device>
</Devices>
</MTConectDevices>

GET http://10.0.1.3/mill/current

<MTConnectStreams ...>
<Header nextSegquence="123">,..</Header>
<Streams>
<peviceStream name="mill">...</DeviceStream>
</Streams>
</MTConectStreams>

.
(&)

GE! http://10.0.1.3/mill/sample?from=123&count=100

<MT7ConnectStreams ...>
<Header nextSequence="159">,..</Header>

01(\5@ <Streams>

<DeviceStream name="mill">...</DeviceStream>
</Streams>
</MTConectStreams>

GE' http://10.0.1.3/mill/sample?from=159&count=100

<M7ConnectStreams ...>

2DO <Header nextSequence="201">...</Header>
m <Streams>
<PDeviceStream name="mill">...</DeviceStream>
</Streams>
496 </M2ConectStreams>
497 Figure 6: Application and Agent Conversation
498

2009

499  The above diagram illustrates a standard conversation between an application and an MTConnect
500  Agent. The sequence is very simple because the entire protocol is an HTTP request/response.
501  The next sequence number handling is shown as a guideline for capturing the stream of samples
502  and events.
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5.2 Probe Requests

The MTConnect Agent MUST provide a probe response that describes this Agent’s devices and
all the devices’ components and data items being collected. The response to the probe MUST
always provide the most recent information available. A probe request MUST NOT supply any
parameters. If any are supplied, they MUST be ignored.

The probe request MUST support two variations:
« The first provides information on only one device. The device’s name MUST be specified in

the first part of the path. This example will only retrieve components and data items for the

mill-1 device.

http://10.0.1.23/mill-1/probe

« The second does not specify the device and therefore retrieves information for all devices:

http://10.0.1.23/probe

5.2.1.1 Example
The following is an example probe response for LinuxCNC:

1. <MTConnectDevices

D

O 1 o U

11.
12.

13.
14.
15.
16.
17.

18.
19.
20.

xsi:schemaLocation="urn:mtconnect.com:MTConnectDevices:0.9”
http://www.mtconnect.org/schemas/MTConnectDevices.xsd">
<Header sender="localhost" bufferSize="100000" creationTime="2008-07-
06T00:01:05-07:00" version="0.9" instanceId="1214527986"/>
<Devices>
<Device 1s0841Class="6" uuid="1linux-01" name="LinuxCNC"
sampleRate="100.0" id="1">
<Description manufacturer="NIST" serialNumber="01"/>
<DatalItems>
<Dataltem type="ALARM" name="alarm" category="EVENT" id="10"/>
</Dataltems>
<Components>
<Axes name="Axes" id="3">
<DatalItems>
<Dataltem type="PATH FEEDRATE" name="path feedrate"
category="SAMPLE" id="11" nativeUnits="PERCENT" subType="OVERRIDE"
units="PERCENT"/>
</Dataltems>
<Components>
<Spindle name="3S" id="7">
<Dataltems>
<Dataltem type="SPINDLE SPEED" name="Sspeed"
category="SAMPLE" id="18" nativeUnits="REVOLUTION/MINUTE"
subType="ACTUAL" units="REVOLUTION/MINUTE">
<Source>spindle speed</Source>
</Dataltem>
<Dataltem type="PRESSURE" name="Jet" id="31"/>
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545 21. </Dataltems>

546 22. </Spindle>

547 23. <Linear name="X" id="4">

548 24 . <Dataltems>

549 25. <Dataltem type="POSITION" name="Xact" category="SAMPLE"
550 id="12" nativeUnits="MILLIMETER" subType="ACTUAL" units="MILLIMETER"/>
551 26. <Dataltem type="POSITION" name="Xcom" category="SAMPLE"
552 id="13" nativeUnits="MILLIMETER" subType="COMMANDED"

553 units="MILLIMETER"/>

554 27. </Dataltems>

555 28. </Linear>

556 29. <Linear name="Y" id="5">

557 30. <Dataltems>

558 31. <Dataltem type="POSITION" name="Yact" category="SAMPLE"
559 id="14" nativeUnits="MILLIMETER" subType="ACTUAL" units="MILLIMETER"/>
560 32. <Dataltem type="POSITION" name="Ycom" category="SAMPLE"
561 id="15" nativeUnits="MILLIMETER" subType="COMMANDED"

562 units="MILLIMETER"/>

563 33. </Dataltems>

564 34. </Linear>

565 35. <Linear name="2" id="6">

566 36. <Dataltems>

567 37. <Dataltem type="POSITION" name="Zact" category="SAMPLE"
568 id="16" nativeUnits="MILLIMETER" subType="ACTUAL" units="MILLIMETER"/>
569 38. <Dataltem type="POSITION" name="Zcom" category="SAMPLE"
570 id="17" nativeUnits="MILLIMETER" subType="COMMANDED"

571 units="MILLIMETER"/>

572 39. </Dataltems>

573 40. </Linear>

574 41. </Components>

575 42, </Axes>

576 43. <Controller name="Controller" id="8">

577 44, <Dataltems>

578 45, <Dataltem type="LINE" name="line" category="EVENT" id="19"
579 subType="ACTUAL" />

580  4e6. <Dataltem type="CONTROLLER MODE" name="mode"

581 category="EVENT" id="20"/>

582 47. <Dataltem type="PROGRAM" name="program" category="EVENT"
583 id="21"/>

584 48. <Dataltem type="EXECUTION" name="execution" category="EVENT"
585 id="22"/>

586 49. </Dataltems>

587 50. </Controller>

588 51. <Power name="power" id="2">
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52. <Dataltems>

53. <Dataltem type="POWER STATUS" name="power" category="EVENT"
id="9"/>

54. </Dataltems>

55. </Power>

56. </Components>

57. </Device>

58. </Devices>

59. </MTConnectDevices>

5.3 Sample Request

The sample request retrieves the values for the component’s data items. The reponse to a
sample request MUST be a valid MTConnectStreams XML Document.

The diagram below is an example of all the components and data items in relation to one another.
The device has one Controller, three linear and one spindle axes and two data items for each axis.
The Controller is capable of providing the execution status and the current block of code. The
device has a single power component that will indicate if the device is turned on or off.

MTC

Devices

Device
names="emc"
Controller Axes
name="control” name="axes"
Dataltem
Dataltem Dataltem
— PATH_FEEDRATE
POWER_STATUS EXECUTION OVERRIDE
Dataltem ] Dataltem
BLOCK VELOGCITY
Linear Linear
name="x" name="Y"
Dataltem Dataltem

POSITION POSITION
ACTUAL ACTUAL

Power
names="power"

il [19

Linear
name="Z"

Spindle
name="58"

Dataltem
POSITION
ACTUAL

Dataltemn
SPINDLE_SPEED
COVERRIDE

Dataltem
POSITION
COMMANDED

Dataltem
POSITION
COMMANDED

Dataltem
POSITION
COMMANDED

Dataltemn
SPINDLE_SPEED
ACTUAL

Figure 7: Sample Device Organization
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The following path will request the data items for all components in mill-1 with regards to the
example above (note that the path parameter refers to the XML Document structure from the

probe request, not the XML Document structure of the sample):
http://10.0.1.23:3000/mill-1/sample

This is equivalent to providing a path-based filter for the device named mill-1:
http://10.0.1.23:3000/sample?path=//Device[@name="mill-1"]

To request all the axes’ data items the following path expression is used:
http://10.0.1.23:3000/mill-1/sample?path=//Axes

To specify only certain data items to be included (e.g. the positions from the axes), use this form:
http://10.0.1.23:3000/mill-

1/sample?path=//Axes//Dataltem[Q@type="POSITION"]

To retrieve only actual positions instead of both the actual and commanded, the following path

syntax can be used:
http://10.0.1.23:3000/mill-

1/sample?path=//Axes//Dataltem[@type="POSITION” and
@subType="ACTUAL"]
or:
http://10.0.1.23:3000/mill-
1/sample?path=//Axes//Dataltem[@type="POSITION” and
@subType="ACTUAL” ] &from=50&count=100
The above example will retrieve all the axes’ positions from sample 50 to sample 150. The actual
number of items returned will depend on the contents of the data in the Agent and the number of
results that are actual position samples.

A more complete discussion of the protocol can be found in the section on Protocol Details.

5.3.1 Parameters
The MTConnect Agent MUST accept the following parameters for the samp1e request:

path - This is an xpath expression specifying the components and/or data items to include in the
sample. If the path specifies a component, all data items for that component and any of its sub-
components MUST be included. For example, if the application specifies the path=//Axes,
then all the data items for the Axes component as well as the Linear and Spindle sub-
components MUST be included as well.

from - This parameter requests events and samples starting at this sequence number. The
sequence number can be obtained from a prior current or sample request. The response
MUST provide the nextSequence number. If the value is O the first available sample or event
MUST be used. If the value is less than 0 (< 0) an INVALID REQUEST error MUST be
returned.

count - The maximum number of events and samples to consider, see detailed explanation
below. Events and samples will be considered between fromand from + count, where the
latter is the lesser of from + count and the last sequence number stored in the agent. The
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Agent MUST NOT send back more than this number of events and samples (in aggregate), but
fewer events and samples MAY be returned. If the value is less than 1 (< 1) an
INVALID REQUEST error MUST be returned.

frequency — The Agent MUST stream samples and events to the client application pausing for
frequency milliseconds between each part. Each part will contain a maximum of count
events or samples and from will be used to indicate the beginning of the stream.

The nextSequence number in the header MUST be set to the sequence number following
the largest sequence number (highest sequence number + 1) of all the events and samples
considered when collecting the results.

If no parameters are given, the following defaults MUST be used:
The path MUST default to all components in the device or devices if no device is specified.
The count MUST default to 100 if it is not specified.

The from MUST default to 0 and return the first available event or sample. If the latest state is
desired, see current.

5.4 Current Request

The current request retrieves the values for the components’ data items at the point the
request is received. The response to the request MUST contain the most current values for all
data items specified in the request path. If the path is not given, it MUST respond with all data
items for the device or devices, in the same way as the sample request.

http://10.0.1.23:3000/mill-
1/current?path=//Axes//Dataltem[@type="POSITION” and
@subType="ACTUAL"]

This example will retrieve the current actual positions for all the axes, as with a samp1e, except

with current, there will always be a sample or event for each data item if at least one piece of
data was retrieved from the device.

current MUST return the nextSequence number for the event or sample directly
following the point at which the snapshot was taken. This MUST be determined by finding the
sequence number of the last event or sample in the Agent and adding one (+1) to that value. The
nextSequence number MAY be used for subsequent samples.

The samples and events returned from the current request MUST have the time-stamp and
the sequence number that was assigned at the time the data was collected. The Agent MUST
NOT alter the original time, sequence, or values that were assigned when the data was collected.

5.4.1 Parameters
The MTConnect Agent MUST accept the following parameter for the current request:

path - same requirements as sample.

fregency - same requirements as sample.
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If no parameters are provided for the current request, all data items will be retrieved with
their latest values.

5.5 Streaming

When the frequency parameter is provided, the MTConnect Agent MUST check for
available events and sample at the frequency specified or at its maximum possible scan rate. The
frequency indicates the delay between data deliveries. A frequency of zero indicates the Agent
deliver data at its highest possible frequency.

The frequency MUST be given in milliseconds. If there are no available events or samples, the
Agent MAY delay sending an update for AT MOST ten (10) seconds. The Agent MUST send
updates at least once every ten (10) seconds to ensure the receiver that the Agent is functioning
correctly. The content of the streams MUST be empty if no data is available for a given interval.

The format of the response will use a MIME encoded message with each section separated by a
MIME boundary. Each section of the response will contain an entire MTConnectStreams
document.

For more information on MIME see rfc1521 and rfc822. This format is in use with most
streaming web media protocols.

Request: http://localhost:3000/sample?frequency=1000&path=//Power

Sample response:

. HTTP/1.1 200 OK

. Connection: close

Date: Mon, 01 Dec 2008 21:35:13 GMT
Status: 200 OK

X-Runtime: 0.12153
Content-Transfer-Encoding: binary

Cache-Control: private

W ~J o O b w N

. Content-Disposition: inline

9. Server: Mongrel 1.1.5

10. Content-Type: multipart/x-mixed-
replace;boundary=8a89b9e00b810£6de5901cc0014d706d
11. Content-Length: 10737418240

12.

Lines 1-12 are a standard header for a MIME multipart message. The boundary is a separator for
each section of the stream. The content length is set to some arbitrarily large number or omitted.
Line 10 indicates this is a multipart MIME message and the boundary between sections.

13. --8a89b9%e00b810£f6de5901cc0014d706d
14. Content-type: text/xml

15. Content-length: 596

l6.
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17. <?xml version="1.0" encoding="UTF-8"?>

18. <MTConnectStreams xmlns:m="urn:mtconnect.com:MTConnectStreams:0.9"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:mtconnect.com:MTConnectStreams:0.9"
xsi:schemalocation="urn:mtconnect.com:MTConnectStreams:0.9
/schemas/MTConnectStreams.xsd">

19. <Header version="0.9" firstSequence="0" lastSequence="20"
sender="1localhost" creationTime="2008-12-01T13:35:15-08:00"
bufferSize="100000" instanceId="1228167061" nextSequence="21"/>
20. <Streams>

21. <DeviceStream name="LinuxCNC" uuid="linux-01">

22. </DeviceStream>

23. </Streams>

24 . </MTConnectStreams>

Lines 13-24 are the first section of the stream. Since there was no activity in this time period

2009

there are no component streams included. Each section presents the content type and the length

of the section. The boundary is chosen to be a string of characters that will not appear in the
message.

25. --8a89b9%e00b810£6de5901cc0014d706d

26. Content-type: text/xml

27. Content-length: 850

28.

29. <?xml version="1.0" encoding="UTF-8"?>

30. <MTConnectStreams xmlns:m="urn:mtconnect.com:MTConnectStreams:0.9"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:mtconnect.com:MTConnectStreams:0.9"
xsi:schemalocation="urn:mtconnect.com:MTConnectStreams:0.9
/schemas/MTConnectStreams.xsd">

31. <Header version="0.9" firstSequence="0" lastSequence="22"
sender="localhost" creationTime="2008-12-01T13:35:29-08:00"
bufferSize="100000" instanceId="1228167061" nextSequence="23"/>
32. <Streams>

33. <DeviceStream name="LinuxCNC" uuid="linux-01">

34. <ComponentStream name="power" component="Power" componentId="2">
35. <Events>
36. <PowerStatus dataltemId="15" sequence="22" name="power"

timestamp="2008-08-14T20:13:14.253192">0FF</PowerStatus>
37. </Events>

38. </ComponentStream>

39. </DeviceStream>

40. </Streams>
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41. </MTConnectStreams>

Lines 25-41: After a period of time, the power gets turned off and a new mime part is sent with
the new status.

42. --8a89b9%e00b810£f6de5901cc0014d706d

43. Content-type: text/xml

44, Content-length: 849

45.

46. <?xml version="1.0" encoding="UTF-8"7?>

47. <MTConnectStreams xmlns:m="urn:mtconnect.com:MTConnectStreams:0.9"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="urn:mtconnect.com:MTConnectStreams:0.9"
xsi:schemalocation="urn:mtconnect.com:MTConnectStreams:0.9
/schemas/MTConnectStreams.xsd">

48. <Header version="0.9" firstSequence="0" lastSequence="24"
sender="1localhost" creationTime="2008-12-01T13:35:34-08:00"
bufferSize="100000" instancelId="1228167061" nextSequence="25"/>
49. <Streams>

50. <DeviceStream name="LinuxCNC" uuid="linux-01">

51. <ComponentStream name="power" component="Power" componentId="2">
52. <Events>

53. <PowerStatus dataltemId="15" sequence="24" name="power"
timestamp="2008-08-14T20:13:19.153473">0N</PowerStatus>

54. </Events>

55. </ComponentStream>

56. </DeviceStream>
57. </Streams>
58. </MTConnectStreams>

Lines 42-58: Approximately six seconds later the machine is turned back on and a new message
is generated. Even though we have a scan frequency of one second, the Agent waited for ten
seconds to send a new message.

59. --8a89b9e00b810f6de5901cc0014d706d

60. Content-type: text/xml

61. Content-length: 596

62.

63. <?xml version="1.0" encoding="UTF-8"?>

64. <MTConnectStreams xmlns:m="urn:mtconnect.com:MTConnectStreams:0.9"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns="urn:mtconnect.com:MTConnectStreams:0.9"
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xsi:schemalocation="urn:mtconnect.com:MTConnectStreams:0.9
/schemas/MTConnectStreams.xsd">

65. <Header version="0.9" firstSequence="0" lastSequence="24"
sender="1localhost" creationTime="2008-12-01T13:35:45-08:00"
bufferSize="100000" instanceId="1228167061" nextSequence="25"/>
66. <Streams>

67. <DeviceStream name="LinuxCNC" uuid="1linux-01">

68. </DeviceStream>

69. </Streams>

70. </MTConnectStreams>

Lines 59-70 demonstrate a heartbeat sent out 10 seconds after the previous message. Since there
is no activity there is no content in the device streams element.

The Agent MUST continue to stream results until the client closes the connection. All update
will be handled asynchronously and will not impede the other requests both synchronous and
asynchronous.

5.6 HTTP Response Codes and Error

MTConnect uses the HTTP response codes to indicate errors where no XML document is
returned because the request was malformed and could not be handled by the Agent. These errors
are serious and indicate the client application is sending malformed requests or the Agent has an
unrecoverable error. The error code MAY also be used for HTTP authentication with the 401
request for authorization. The HTTP protocol has a large number of codes defined*; only the
following mapping MUST be supported by the MTConnect Agent:

HTTP Name Description

Status

200 OK The request was handled successfully.

400 Bad Request [The request could not be interpreted.

401 Unauthorized [The application has not provided sufficient credentials to access this
application.

403 Forbidden This server cannot fulfill this request because the client is not
authorized and no authorization is possible.

500 Internal Error [There was an internal error in processing the request. This will require
technical support to resolve.

! For a full list of HTTP response codes see the following document:
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
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5.0.1 Error

The MTConnectError and Error element MUST be returned if the Agent cannot handle the
request or the Agent is not functioning properly. The Error contains an errorCode and the
CDATA of the element is the complete error text. The classification for errors is expected to
expand as the standard matures.

Attributes Description Occurrence

errorCode An error code 1

The CDATA of the Error element is the textual description of the error and any additional
information the Agent wants to send. The Error element MUST contain one of the following
error codes:

Error Code Description

UNAUTHORIZED The request did not have sufficient permissions to perform the request.

NO DEVICE The device specified in the URI could not be found.
OUT_OF RANGE The sequence number was beyond the end of the buffer.
TOO MANY The count given is too large.

INVALID URI The URI provided was incorrect.

INVALID_ REQUEST [The request was not one of the three specified requests.
INTERNAL_ERROR [Contact the software provider, the Agent did not behave correctly.
INVALID_ PATH The xpath could not be parsed. Invalid syntax.

UNSUPPORTED A valid request was provided, but the Agent does not support the feature
or request type.

Here is an example of an HTTP error:

. HTTP/1.1 200 Success
. Content-Type: text/xml; charset=UTF-8

1
2
3. Server: Agent

4. Date: Sun, 23 Dec 2007 21:10:19 GMT
5

6

7

. <?xml version="1.0" encoding="UTF-8"?>

. <MTConnectError version="0.1"
xsi:schemalocation="urn:mtconnect.com:MTConnect:0.2 mtc.xsd"
xmlns:mt="urn:mtconnect.com:MTConnect:0.2"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
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8. <Header creationTime="2007-12-06T23:18:57-08:00"
sender="MTConnect2.Publish”/>

9. <Error errorCode="INVALID PATH”>The path provided was incorrect:
//Foos</Error>

10. </MTConnectError>

5.7 Protocol Details

When an MTConnect Agent collects information from the components, it assigns each piece of
information a unique sequence number. The sequence number MUST be assigned in
monotonically increasing numbers in the order they arrive in the Agent. Each data item
SHOULD provide a time-stamp indicating when the information was collected from the
component. The Agent MAY provide a time-stamp of its own, but each sample or event MUST
have a time-stamp. The time-stamps MUST be used to determine the ordering of the messages
and MUST be the best available estimate of when the data was recorded.

If two data items are sampled at the same exact time, they MUST be given the same time stamp.
It is assumed that all events or samples with the same timestamp occurred at the same moment. A
sample is considered to be valid until the time of the next sample for the same data item. If no
new samples are present for a data item, the last value is maintained for the entire period between
the samples.

For example, if the Xact is 0 at 12:00.0000 and Yact is 1 at 12:00.0000, these two samples were
collected at the same moment. If Yact is 2 at 12:01.0000 and there is no value at this point for
Xact, it is assumed that Xact is still 0 and has not moved.

The sequence number MUST be unique for this instance of the MTConnect Agent, regardless of
the device or component the data came from. The MTConnect Agent provides the sequence
numbers in series for all devices using the same counter. This allows for multi-device responses
without sequence number collisions and unnecessary protocol complexity.

The information in MTConnect can be thought of as a four column table of data where the first
column is a sequence number increasing by increments of one, the second column is the time, the
third column is the data item it is associated with, and the fourth column is the value. The
storage, internal representation, and implementation is not part of this standard. The implementer
can choose to store as much or as little information as they want, as long as they can support the
requirements of the standard. They can also decide if it is necessary to locally persist the data.

MTConnect Part 1 Overview - Version 1.0.1 31



887

888
889

890
891
892
893
894

895

896

897
898

October 2, 2009

The following table is an example of a small window of data collected from a device:

Figure 8: Sample Data in an Agent

Agent
Sag Time Data ltem Yolue
101 DO0FIZ1ATIC00:00.2002 | Position X 10
102 | 20071290310:00:00.0002 | Position ¥ 23
103 | 200m120310:00:00.0002 | Position Z 1
104 200712 13T10:00:00.0002 | Spindle Speed 0
105 2007.12-13T10:01:01.0012 | Power oM
106 Q007 VR1ATIC0:02.0002 | Position X 11
107 | 20071213M10:01:02.0002 | Position ¥ 24
108 | 20071203110:01:02.0002 | pasition Z 1.1
10 2007.12.13T10:01:04.0012 | Spindle Speed 1000
10 2007.1213T10:01:04.5012 | Position X 12
M | 2067-1293N00104 502 | Positon ¥ dd
112 | 20071213710.00.04 5012 | Psition 7 1.2
113 | 2007.1213110.01:05 5012 | Position X 13
114 2007-12.13T10:01:05.5012 | Position ¥ 22
115 200712 13T10:01:06.5012_ | Position X 14
11 200712 1ATI001:04 2012 ificn Y 22
117 | 2007-12-13010:01-07.0001 | Position X 14
118 200712131 10:01 07,0001 Position £ 1.3
1ne 2007-12.13T10:01:07.5001 | Position X 15
| 120 | 200712.13T10:01:07.5000 | Position Y 21
191 2007-12-137T10:01:07.5001 | pogition 7 1.4
122 | 20071213116:01:08.9012 | §pindle Spesd 0
123 A0FNZNITIR00% 2002 | Position X 19
124 2007-12.13T10:01:09.9012 | Position Y 15
125 2007.12.13T10:01:09.9012 | Position 7 0
124 F007-12-13110:0112.9012 | Pywer OFF

This is a table of 25 data values and a duration of around 12 seconds. The data captures the
power status of the device and the position of its axes: the linear axes X, Y, and Z, and the
spindle axis S. The only data items collected in this example are the Position (for the sake of this
data, we have the actual position) and the Spindle Speed. We are also collecting the device’s
power status that can be either ON or OFF. The device is OFF when the sample starts.

For the remainder of the examples we will be excluding the time column to save space.

5.8 Request without Filtering

In the example above, the application made a request for a sample starting at sequence #103 and
retrieves the next eleven items. The response will include all the samples and events in the mill
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device from 103 to 113. The nextSequence number in the header will tell the application it
should begin the next request at 114.

Agent
Seq ltem Value
f Loshon 2 http://10.2.10.123 /mill/semple?from=103&count=11
{1__103 |PositionZ | 4
. °’b
104 [ Spindle Speed 0 &
105 Power ON :
106 Position X 11
107 __{ Position Y 24
108 | Position Z L) <MIConnectStreams ...>
109 Spindle Speed 1000 <Header nextSequence="114" ... />
<Streams>
110 Position X 12 A <DeviceStream name="mill">
111 Position Y 23 "'°o,, <ComponentStream name="X'>
112 ition Z 1.2 -~ <samples>
» <pPosition ...> </Position>
113 Position X 13 <pPosition ...> </Position>
2 Postion } 77 </Sample>
4 </CompconentStream>
- <ComponentStream name="Y'>
7 4 </CompcnentStream>
= : <ComponentStream name="Z'>
119 Position X 5 </ComponentStream>
y. : 2 <ComponentStream name="S§">
= Z 57— </CompcnentStream>
22 pindle Speed . <CompcnentStream name='power >
2 <Events>
p T " </Power>QON</Power>
£= Lestls = </Events>
25 f Z . </CompcnentStream>
26 Power OFF </DeviceStream>
— </Streams>
</M2CecnnectStreams >

Figure 9: Example #1 for Sample from Sequence #103

In the following illustration, the next request starts at 114 and gets the next ten samples. The
response will include the X, Y, Z, and spindle samples and since there are no Power events, this
component will not be included:
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Agent
Seq ltem Value
http://10.2.10.123/mill/sample?from=114&count=10
AN
05
&
<MTConnectStreams ...>
<Header nextSequence="124" .../>
<Streams>
<DeviceStream name="mill">
<ComponentStream name="X">
<Samples>
<pesiticn ...> </Position>
<Positicn ...> </Position>
14 ition Y 22 </Sample>
axe </CompcnentStream>
::: :qunon: 29 <CompcnentStream name="Y">
osition ‘e
1z Position X 14 "r:wsg_,..) </CompcnentStream>
o0 <CompconentStream name="Z">
118 1 Position Z 13
119 Position X 15 </ComponentStream>
120 Position Y 21 <CompcnentStream name="S§">
121 Position Z 14 </ComponentStream>
122 Spindle Speed 0 </DeviceStream>
- </Streams>
Posion X </M2CcnnectStreams>

Figure 10: Example #1 for Sample from Sequence #114

In the above illustration, only the four axis components have samples. One will only get samples
or events if they occur in the window being requested. In the next illustration, the application
will request the next ten items starting at sequence number 124,
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Agent

Seq l"am IVowo I

http://10.2.10.123/mill/somple?from=124&count=10

od;
o
@

<MTConnectStreams ...>
<Header nextSeguence="127" .../>
<Streams>

<DeviceStream name="mill">
<ComponentStream name="Y">

</ComponentStream>
<ComponentStream name="Z">

</ComponentStream>
<ComponentStream name="power">
<Events>
</Power ...>0FF</Power>
</Events>
</ComponentStream>
</DeviceStream>
</Streams>
</MTC>

Figure 11: Example #1 for Sample from Sequence #124

In the above illustration, there are only three items available. The first two are axis samples and
the third is a power event. The next sequence will indicate that the application must request
samples and events starting at 127 for the next group. If the application were to do this, it would
receive an empty response with the next Sequence of 127 indicating that no data was
available.

The next sequence number MUST always be the largest sequence number of available items in
the selection window plus one. If the request indicated a from of 10 and a count of 10, the
MTConnect MUST consider at most 10 items if available. If the value for from is larger than
the last item’s sequence number + 1, an OUT OF RANGE error must be returned from the Agent.

The same rule will be applied to the current request as well. In the instance of the current
request, the next sequence MUST be set to the one greater than the last item’s sequence number
in the table of data values. Since current always considers all events and samples, it MUST
always be one greater than the maximum sequence number assigned.
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5.9 Request with Path Parameter
The next set of examples will show the behavior when a path parameter is provided.

Agent
Seq ltem Value
. ~ : |
[ 103 Position Z 1 hitp://10.2.10.123/mill/sample2from=103&count= 11 &path=//Power
104 | Spindle Speed 0
105 | Power ON &
e QQ‘
106 Position X 11 <
107 Position Y 24
108 ition Z 1.1
109 | Spindle Speed 1000
110 Position X 12 "esp0 <MTConnectStreams ...>
e Ns5e <Header nextSeguence="114" .../>
111 Position Y 23 g
oﬂfon \\\\\\\ﬁ‘ <Streams>
112 ion Z 1.2 <DeviceStream name="mill">
| Position X 13 <ComponentStream name="power">
<Events>
. </Power seguence="105">0N</Power>
</Events>
</ComponentStream>
</DeviceStream>
</Streams>
</MTConnectStreams>

Figure 12: Example #2 for Sample from Sequence #103 with Path

Figure 12 shows that when events are filtered for only the Power component, the Power ON
event will be delivered and nothing else. The Power ON event is sequence number 105, but
since the other samples and events are considered, the next sequence number is still 114. The
MTConnect Agent MUST set the next sequence number to one greater (+1) than the last event or
sample in the window of items being considered. The Agent MUST NOT consider only the
events and samples delivered to the application when computing the next sequence number.
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In the next illustration the request is sent as before but now only including Power components:

Agent
Seq Item Value
[ Position Y 22
Position X
116 Position Y 22
117 Position X 14
| Position Z 13
119 Position X 15
| Position Y 21
121 Position Z 1.4
| Spindle Speed 0
| Position X 10

hitp://10.2.10.123/mill/sample2from=114&count=10&path=//Power

%

<MTConnectStreams ...>

<Header nextSeguence="124" ...

<Streams>

<DeviceStream name="mill">

</DeviceStream>

</Streams>
</MTConnectStreams>

>

Figure 13: Example #2 for Sample from Sequence #114 with Path

Since there are no Power events in this group of samples and events, an empty element
representing the device MUST be returned to indicate that the request was valid and no data was
found. To further illustrate the next Sequence handling, one will notice that next Sequence
is set to 124 even though no results were returned. If this was not done, the application would

continue to scan at 124 and may never move on.
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To continue this example, the last request will start at 124 as before and will now request only
Power components:

Agent

Seq lhom ]Voho ]

hitp://10.2.10.123 /mill/somple2from=124&count= 10&path=//Power

<MTConnectStreams ...>
<Header nextSequence="127" />
<Streams>

<pPeviceStream name="mill">
<ComponentStream name='power >
<Events>
</Power sequence="126">0FF</Power>
</Events>
</ComponentStream>
</DeviceStream>
</Streams>
</MT7ConnectStreams>

Figure 14: Example #2 for Sample from Sequence #124 with Path

As can be seen, the one Power event is returned and the next sequence is now 127. This will
indicate that the application must request from 127 on for the next set of events. If no events are
available, the next Sequence will again be set to 127 and an empty DeviceStream will be
returned.

5.10 Fault Tolerance and Recovery
MTConnect does not provide a guaranteed delivery mechanism. The protocol places the
responsibility for recovery on the application.

5.10.1 Application Failure

The application failure scenario is easy to manage if the application persists the next sequence
number after it processes each response. The MTConnect protocol provides a simple recovery
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961  strategy that only involves reissuing the previous request with the recovered next sequence

962  number.

963  There is the risk of missing some events or samples if the time between requests exceeds the
964  capacity of the Agent’s buffer. In this case, there is no record of the missing information and it is
965 lost. If the application automatically restarts after failure, the intervening data can be quickly

966  recovered

Agent

e

Application

http://mill/probe

GE'

<MTConnectDevices ...>
<Header>...</Header>
<Devices>

<Device name="mill">...</Device>
</Devices>
</MTConnectDevices >

13 http://mill/current

R

<MTConnectStreams ...>

m <Header nextSeguence="123">...</Header>
<Streams>
<peviceStream name="mill">...</DeviceStream>
</Streams>
</MTConnectStreams >
Application Persists nextSequence number.
GE http://mill/sample?from=123&count=100
Application
fails
Application
restarls Application recovers nextSequence number from persistence.
GEY http://mill/sample?from=123&count=100

< MTConnectStreams ...>
<Header nextSequence="201">...</Header>
bOk\‘ <Streams>
@ <DeviceStream name="mill">...</DeviceStream>
</Streams>

967
968

</M2ConnectStreams>

Application Persists nextSequence number.

Figure 15: Application Failure and Recovery
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969 If this cannot be done, the current state of the device can be retrieved and the application can
970  continue from that point onward.

971  5.10.2 Agent Failure

972  Agent failure is the more complex scenario and requires the use of the instanceId. The
973 instanceId was created to facilitate recovery when the Agent fails and the application is
974  unaware. Since HTTP is a connectionless protocol, there is no way for the application to easily
975  detect that the Agent has restarted, the buffer has been lost, and the sequence number has been
976  reset.

Agent Application

Agent Instance 1
http://mill/probe

@\ <MTConnectDevices ...>
20‘ <Header instanceld="1">...</Header>

%@ <Devices>

:

<Device name="mill">...</Device>
</Devices>
</MTConnectDevices>

Witk GEl http://mill/current

<MT7ConnectStreams ...>

20"04’ <Header instanceId="1" nextSequence="123">...</Header>
<Streams>
Agent <DeviceStream name="mill">...</DeviceStream>
fails </Streams>
</M2ConnectStreams >

x Application Persists nextSequence number.
Agent
restarts

htep://mill/sample?from=123&count=100

p GE!
<MTConnectStreams ...>
200\ <Header instanceld="2">...</Header>
Ok <Error errorCode="OUT OF RANGE">
@ The requested item 123 is beyond the limit of available data.
</Error>
</MTConnectStreams >

Application resets sequence number to zero since instonce number changed.
Resubmits query.

Hﬂ’Ga 0 htep://mill/sample?from=0&count=100

<MTConnectStreams ...>
200 <Header instanceId="2" nextSequence="78">...</Header>
O <Streams>
<DeviceStream name="mill">,..</DeviceStream>
</Streams>

</MTConnectStreams >
Application Persists nextSequence number.

977
978 Figure 16: Agent Failure and Recovery
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In the above example, the instanceId isincreased from 1 to 2 indicating that there was a
discontinuity in the sequence numbers. When the application detects the change in
instanceId, it MUST reset its next sequence number and retry its request from sequence
number 0. The next request will retrieve all data starting from the first available event or sample.

5.10.3 Data Persistence and Recovery

The implementer of the Agent can decide on the strategy regarding the storage of events and
samples. In the simplest form, the Agent can persist no data and hold all the results in volatile
memory. If the Agent has a method of persisting the data fast enough and has sufficient storage, it
MAY save as much or as little data as is practical in a recoverable storage system.

If the Agent can recover data and sequence numbers from a storage system, it MUST NOT
change the instanceId when it restarts. This will indicate to the application that it need not
reset the next sequence number when it requests the next set of data from the Agent.

If the Agent persists no data, then it MUST change the instanceId to a different value when
it restarts. This will ensure that every application receiving information from the Agent will know
to reset the next sequence number.

The instanceId can be any unique number that will be guaranteed to change every time the
Agent restarts. If the Agent will take longer than one second to start, the UNIX time MAY be
used for identification of the MTConnect Agent in the instanceId.
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